CyberEdBoard Talks

Breaches and Responses:
Then and Now
Sam Curry, Former Senior Executive at RSA, on Learning From
the 2011 RSA Breach in the Wake of the SolarWinds Attack

CyberEdBoard Talks Excerpt
Access the full interview by becoming a member.
Visit cyberedboard.io to submit your application.

Left: Sam Curry, CSO, Cybereason
Right: Tom Field, SVP, Editorial, ISMG

Sam Curry (@samjcurry), CSO for
Cybereason, has over 25 years of IT
security industry experience and is a
Visiting Fellow at the National Security
Institute. He most recently served as
CTO, CSO and GM at Arbor Networks.
Previously, he spent more than seven
years at RSA (the Security Division of
EMC) in a variety of senior management
roles, including CTO, SVP of Product and
Head of RSA Labs. In addition to other
media, he is the host of Security All-In, a
podcast focused on the personal stories
and evolution of security people. Sam
has also held senior management roles
at MicroStrategy, Computer Associates
and McAfee and was the co-founder and
first employee of two successful security
startups.

The CyberEdBoard Talks series is designed to address
the most critical challenges executive members are
discussing in the private global ecosystem and is
presented by respected industry experts and chief
cybersecurity practitioners.
One of the unique benefits of CyberEdBoard is that you must be a member to access
this session and all other content and engagement opportunities. “The global community
continues to grow at a pace that reconfirms the critical importance of cybersecurity
collaboration and executive information sharing, and we are thrilled to support each
member’s unique needs within the private ecosystem,” said CyberEdBoard Executive
Director Chris Ancharski.
This edition of the CyberEdBoard Talks series was held on Jan. 27, 2021, exclusively for
CyberEdBoard members.
It was March 2011 when RSA’s then-CEO Art Coviello delivered the news every leader
dreads to hear: The company had been breached – the victim of an advanced persistent
threat.
Ten years later, scores of entities are reeling from the SolarWinds supply chain breach, and
the lessons learned from RSA’s response are more relevant than ever.
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Sam Curry was a senior executive at RSA in 2011 and was one of
the leaders of the company’s breach investigation and response.
In this exclusive CyberEdBoard Talk, Curry and Tom Field, SVP of
Editorial at ISMG, discuss:
• The real story behind the RSA breach;
• Lessons learned from the investigation and response;
• How to apply these lessons today in the wake of SolarWinds, and
fresh concerns about trusted access and supply chain security.
The discussion has been abbreviated, due to the sensitive nature of
the content.

The 2011 RSA Breach
TOM FIELD: Sam, when did you learn about the RSA breach? And
what did you learn?
SAM CURRY: In the middle of the RSA conference, we found an
attacker in our environment. You deal with cybercrime differently
than you do an advanced persistent threat. With cybercrime, you
hammer and hammer and squash and squash to reduce the profit.
But in the case of an advanced persistent threat, you make a
decision: “Do I stop this?” We didn’t have a contractual obligation,
because that’s how contracts were written in those days. We
didn’t have a regulation. There was no legal requirement. But Art
[Coviello] said, “We’re going to do the right thing.”

The Response
FIELD: What did the response look like within RSA?
CURRY: As soon as we realized that we had something serious, we
called the government and they came in.
FIELD: What was your specific role on the response team?
CURRY: Prior to the breach, I was one of the leaders on the
investigative side. We had a couple of incident captains. I focused
on outbound communications and clarity, but so did about half of
the company. My official function at the time was chief technologist.
I was one of four or five trusted executives running the internal
investigation with some architects.

The Investigation
FIELD: What did you investigate? How did the investigation
proceed?
CURRY: There was a physical investigation to see if somebody was
in physical danger – was somebody blackmailed to hand over a
key? The investigation had four phases.
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“The lesson from
the RSA breach
is: You have to
assume, ‘They’re in’
– that should be the
default assumption.”

The Government’s Role
FIELD: Were the government agencies helpful to you in terms of a two-way data exchange,
or did you feel it was a one-way relationship?
CURRY: They were helpful. We expect the NSA to be excellent, for obvious reasons. But
surprisingly, the FBI and the DHS teams were also very good. They were there in earnest,
saying, “We’re the government; we’re here to help.” And they were incredibly constructive
and helpful. I have nothing but good things to say about the teams that turned up. I’ve
heard horror stories from others, but personally, my experience has always been positive.

The SolarWinds Breach
FIELD: Sam, we certainly have seen sizable breaches. RSA was big 10 years ago, but since
then, we’ve had Target, Equifax and SolarWinds. You have moved on, and other players in
the RSA breach have as well. What are the biggest lessons that you take away from that
incident and investigation?
CURRY: The biggest lesson for me is: Even the best can get it wrong. The most recent
lesson is: Hygiene is not enough. You have to assume, “They’re in” – that should be the
default assumption. And there are a ton of innovations we can make.
FIELD: The SolarWinds attack was very sophisticated. Have the defenders evolved at the
same pace as the attackers?
CURRY: I don’t think so. I think there’s a widening of the gap between the defender
capabilities and the attacker capabilities. The attackers are doing this 24/7. They have
nation-state budgets. It’s an asymmetric technology contest. But that doesn’t mean that
we should be depressed. It means we should do more of these roundtables and share
techniques we find that work. Compliance has done us a great service by getting us to do
things we never did. n
This is an excerpt of a CyberEdBoard Talks session. The full transcript and recording are
available for members within the CyberEdBoard engagement platform. Access the full
interview by becoming a member. Visit cyberedboard.io to submit your application.

About CyberEdBoard
CyberEdBoard is the premier members-only community of executives and thought leaders in the fields of security and IT.
Membership in Information Security Media Group’s CyberEdBoard provides executives with a powerful peer-driven collaborative
ecosystem and library of resources to address complex challenges shared by CISOs and senior security leaders worldwide.
Executive members use the CyberEdBoard engagement platform to further enhance their professional brands, create and
exchange member-exclusive resources, obtain accredited education and content, contribute in the executive mentor marketplace
and seamlessly connect with senior security peers and experts around the world.
Join the Community. The CyberEdBoard global community is accepting applications from qualified CISOs and senior security
stakeholders. To submit your application for membership consideration, visit https://cyberedboard.io/ today.
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About ISMG
Information Security Media Group (ISMG) is an intelligence and education firm
focused exclusively on cybersecurity. Our 30 global media properties provide
security professionals and senior decision makers with industry and geo-specific
news, research and educational events.
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